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Ban Tin Strc Khde Va An Toan — Phong Chong l‘ ’l

Nhap vao

T6i Pham Mang
Phong Chéng Tdéi Pham Mang

Internet |3 céch tuyét voi dé két ndi tryc tuyén, nhung né ciing cé thé |a méi nguy hiém. Cling giéng
nhu khi quy vi chuan bi r&i khoi nha, quy vi nén dé phong trudc khi st dung internet nham dam bao
rang quy vi va thong tin clia quy vi dwoc an toan va bao mat, bdi vay quy vi s& khong tré thanh nan
nhan cha t6i pham mang.

Cach Gilr An Toan Trén Internet

T6i Pham Mang La Gi?

Toi pham mang la téi pham xay ra v&i nhitng ngudi st dung internet. Ching xay ra khi théng tin cad nhan
hodc tién cla ngudi dung bi danh cdp. Nhidu ngudi khong biét khi nao tdi pham mang sé xay ra véi ho, vi
vay diéu quan trong |a phai biét cach nhan biét t6i pham mang dé phong chdng hodc tim sy gitp d& va
ngan chdn tdi pham mang tai dién.
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Internet La Mot Khong Gian Cong Cong \ /Kié’m Tra Cai Dat Quyén Riéng Tu Thudng Xuyén\

Moi ngudi cé thé nhin thay trang web ma quy vi e Cai dat quyén riéng tv cho phép quy vi chon
dang truy cap va déi khi ca thong tin ma quy vi nhap théng tin quy vi mudn chia sé va ngudi cé thé xem
vao. théng tin cta quy vi.
B4t ky théng tin nao quy vi chia sé o Trén phuwong tién truyén théng xa hoi (nhw
trén internet déu cé thé bj ngudi A Facebook hodc Instagram), quy vi c6 thé st
khac thay duoc. Q dung cai dat quyén riéng tu dé kiém soét
Quy vi hay hét strc than trong khi chia o thong tin dugc chia sé vdi ngudi khac.
sé théng tin cd nhan cla minh (nhu sé an e Thiét Iap cai dat quyén riéng tu cho cac irng dung
sinh x3 hoi, thong tin tai khoan ngan hang va théng khac nhau trén dién thoai di dong dé€ gidi han
tin y té€) trén internet khi viéc chia sé dé khong phai nhitng gi dugc chia sé vdi cédc irng dung (nhu chia
vi ly do cong viéc hop I8, chdng han nhu giao dich sé vj tri chia quy vi hodc quyén dit liéu).
ngan hang. e DAam bao rang cai dit quyén riéng tw trén cac tai
Quy vi hdy huén than trong khi s&t dung mang Wi-Fi khodn tryc tuyén cha quy vi yéu cau mat khau
cbng cong tai cac clra hang va nha hang cho phép st trwdc khi truy cap vao tai khoan.
dung mién phi. o Xéac Thyc Hai YEu T8 |a quy vi nhan duwoc tin
Mac du st dung Wi-Fi cong cong rat tién lgi nhung nhan van ban, cudc goi hodc email cé ma dic
né thuwdng cé bao méat kém. Piéu nay cé nghia la biét méi khi quy vi dang nhap vao tai khoan
thong tin cd nhan cla quy vi (chang han nhu tén truec tuyén cda minh (nhw ngan hang hodc
ngudi dung va mat khau dang nhap tai khoan ngan céng ty phat hanh thé tin dung). Piéu nay
hang cla quy vi) c6 thé bi ngudi khac nhin thay hodc giup bao dam rang chinh quy vi dang dang
danh cap. P nhap vao tai khoan cda minh.

‘ = fj@ o Quy vi nén thiét 1ap Xac Thuc Hai YEu T8 cho

- q K céc tai khoan truc tuyén. j

J

Ban Tin Strc Khde Va An Toan do S& Dich Vu Phat Trién &n hanh dé& canh bdo cho céc cd nhan, gia dinh va
% nhitng ngudi khac vé nhirng rdi ro cu thé dugc xac dinh trong cdng ddng cla ching ta.
Vui ldng cung cap phan hodi vé ban tin nay va nhirng gi ching t6i c6 thé lam tét hon thdng qua khao sat
nay: Khdo St Vé Ban Tin
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St Dung Mat Khau Manh Cho \
Tai Khodn Truwc Tuyén

e D3t mat khdu manh va nhé thay déi mat khau
thudng xuyén. Diéu nay sé bao vé céc tai
khodn truc tuyén cha quy vi.

e MAat khau manh cé it nhat 8 ky tu va bao gobm
sy két hop cta chit hoa va chit thwong, ky hiéu
va s&. Mat khau cang dai thi cang an toan.

o Vidu vé mat khiu yéu: password,
YourName, 12345

o Viduvé mat khau an toan:
8blu3CarSdrivinG, 1&n%00Xb#,
Y3!loWfLOw3rs

e Tranh nhitng mat khau dé doan, chang han
nhw ngay sinh hoac tén cda quy vi.

e M0i tai khodn phai cé mot mat khau riéng.

e Dirng ghi danh sdch mat khau trén mot to gidy,
dac biét 13 gdn may tinh cta quy vi.

e MAt khau chi nén dugec chia sé vdi nhirng
ngwdi ma quy vi biét va tin twdng va nén duoc

k cat gilt & noi an toan. /

/ Dé Phong Vi-rat Va Phan Mém Péc Hai\

e Phdn mém déc hai la mét loai phan mém cé hai
cho may tinh. Vi-rat |a mét loai phan mém déc hai.

o Vi-rat va phdn mém ddc hai xdm nhap vao
thé 1y cap thong tin clia quy vi, lam
n ¢ Vi-rit va phan mém doc hai xam
o Hay can trong trudc khi nh3p vao lién két
nhuwng d6 cé thé 1a phan mém ddc hai hodc vi-

hé théng may tinh ma khéng dwgc cho
cham va lam hong may tinh hoac
nhap vao may tinh cta quy vi khi quy vi nhap vao
chao moi giai thwdng hodc thi gi d6 mién phi.
rut. /

phép va “lay nhiém” cho mdy tinh.
o Vi-rat va phan mém déc hai cé
kiém soat hoan toan may tinh cla
quy Vi.
lien két hodc m& email bj nhiém vi-rat va phan
mém doc hai.
o Nhitng th& nay cé thé tréng giéng nhu tro
choi, man hinh chd hodc néi dung tai xuéng

\

B3S

/ Suy Nghi Trwéc Khi Nhdp Vao \

e D&y ngudigli email va thu quy vi nhan dugc truc
tuyén.

o Kiém tra dia chi email cda ho
dé xem c6 khép véi dia chi ma
ma quy vi da cé vdi ho hay
khong.

e Hay déac biét can than néu ngudi glri thac giuc quy
vj tra 1o ngay 1ap tire hodc Iam nhu dang c6 van dé
cap bach, chang han nhu van dé véi tai khoan
ngan hang cda quy vi. Nhitng loai thu nay rat cé
thé la Ilra ddo.

e Tan cdng gia mao 1a mdt hinh thirc lira d3o trén
internet nham lira moi ngudi chia sé thong tin ca
nhan ctia ho bang cach st dung cac tin nhan gia
tréng giéng nhu that.

o Truwdc khi tra 1i thw, hiy kiém tra ngudi glri
la, 16i chinh ta hodc ngit phap, lién két
khong khép véi nbi dung thu, tép dinh
kém ngau nhién va yéu cau quy vi
phai thyc hién gap.

e Khong ma& tép dinh kém hoac
nhap vao céc lién két ma quy vi khdng
nhan dién. Ching cé thé la gid mao va dan dén
viéc cai dat vi-rut cé thé gy hai cho may tinh hoic

dién thoai cla quy vi hodc 18y cap thém théng tin
tlr quy vi.

o Khi quy vi nhan duwoc mot email bat ngd
V@i cac lién két hodc tép dinh kém, hay
ludn kiém tra véi ngudi glti (qua dién thoai
hodc tin nhan) dé ddm bao rang chinh ho
da gri email do.

e IRS s& chi gtti cho quy vi cac thong bdo bang thuw
glri qua duong buru dién Hoa Ky. Khong tra 1oi cac

cudc goi, email hodc tin nhan vin ban ndi rang ho

\Ié nguoi cda IRS. /

Ban Tin Strc Khde Va An Toan do S& Dich Vu Phat Trién &n hanh dé& canh bdo cho céc cd nhan, gia dinh va
nhitng ngudi khac vé nhirng rdi ro cu thé dugc xac dinh trong cdng ddng cla ching ta.

Vui ldng cung cap phan hodi vé ban tin nay va nhirng gi ching t6i c6 thé lam tét hon thdng qua khao sat

nay: Khdo St Vé Ban Tin
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Biét Quy Vi Pang Glri Email Hodc Nhan Tin Cho Ai \

Hay nhé rang nhitng ngudi quy vi ti€p xic qua mang cé thé khéng phai nhu ho néi.
Khong bao gi¢ chia sé thong tin ca nhan hodc glri anh cta quy vi cho ngudi la hodc ngudi nao dé ma
quy vi chua tirng gap truc tiép.
Khong bao gid glri tién cho ngudi ma quy vi chi méi gap gan day hodc chua tirng gap truc tiép.
Trudc khi quy vi nhap s6 an sinh x3 hoi hodc bat ky s6 tai khodn nao vao biéu mau tryc tuyén hodc
trang web, hdy dam bao rang ngudi glti hoi théng tin nay chinh 1 ngudi nhu ho noi.

o Kiém tra dia chi email ciia ngudi glti bang cach di chuyén con tré qua tén cta ho hodc lién két

dé dam bdo rang dia chi nay cé vé nhuw dén dung doanh nghiép.

ailto:leslie.morn Ddds.ca.gc

Click or tap to follow link.

Please email rison@dd gov if you have any questions.
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Click or tap to follow link
Please click here to access the DDS Wellness Toolkit or go to https://www.dds.ca.gov/consumers/wellness-toolkit/.

)

Ho c6 thé sao chép biéu trung va lam cho email trdng giéng nhu that, vi vdy hdy xem xét ching can
than dé phat hién 16i chinh ta, ndi dung ky quic hodc hinh anh mo.
Né&u quy vi khdng chac ngudi glri 1a that, hdy lién hé vdi cong ty hodc t6 chirc tir tai khodn truc tuyé'n/

cla quy vi hodc goi dién tryc tiép cho ho.

Phai Lam Gi N&u Quy Vi L3 Nan Nhan Cda Ti Pham Mang I

Noi v&i nguwdi ma quy vi tin tudng ngay lap tirc.

Néu téi pham lién quan dén hanh vi truy cap vao tai khoan cé nhan cla quy vi, hay —

goi cho ngan hang hodc cong ty phat hanh thé tin dung cta quy vi va thdng bao cho —

ho biét ngay 13p tirc. Ngirng s& dung bat ky thé ghi no hodc thé tin dung nao cho —

cac tai khoan da duoc truy cép. -

Thay d&i mat khau cha quy vi d6i vai bat ky tai khoan hodc théng tin ddng nhap nao

d3 bi tan cong.

Theo ddi tai khoan cua quy vi dé phat hién hoat déng bat thuwong. /

% Ban Tin Strc Khde Va An Toan do S& Dich Vu Phat Trién &n hanh dé& canh bdo cho céc cd nhan, gia dinh va

nhitng ngudi khac vé nhirng rdi ro cu thé dugc xac dinh trong cdng ddng cla ching ta.
Vui ldng cung cap phan hodi vé ban tin nay va nhirng gi ching t6i c6 thé lam tét hon thdng qua khao sat
nay: Khdo St Vé Ban Tin
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