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Ban Tin Strc Khde Va An Toan - Phong Chéng

T6i Pham Mang

S& Dich Vu Phat Trién California

Tx L

Nhap vao

Phong Chéng Tdéi Pham Mang

To6i pham mang la mot van dé nghiém trong va ngay cang gia tang déi véi ngudi dung internet. Mac
du k&t ndi truc tuyén rat tuyét voi, cé nhirng diéu can biét dé st dung internet mét cach an toan. Toi
pham mang nham muc tiéu dén nhitng ngwdi ma ching tin rang dé bj tdn thuwong, bao gdm ca nhitng

nguwdi bi Khuyé&t Tat Tri Tué va/hodc Phat Trién. Moi ngudi nén nhan thirc duoc rii ro cda tdi pham

mang va cach giltr an toan khi duyét internet.

/ Toi Pham Mang La Gi? \

T6i pham mang la téi pham thuc hién qua internet
trén thiét bi di dong (nhu dién thoai di déng), may
tinh va mang Wi-Fi internet cong cong. T6i pham
mang danh cdp thong tin nhay cdm hodc thong tin
cad nhan dé thu lgi tai chinh.

Céc ¢4 nhan dwoc nhdm muc tiéu théng qua nhiéu
chién luvoc khac nhau nham thu thap thong tin ca
nhan mot cach vung trdm. Nhiéu ngudi vo tinh
mac phai tdi pham mang thuong bi tén that tai
chinh (trom cap), vi pham di¥ liéu ca nhan va dénh
cdp danh tinh nan nhan. Biét cach phong ngira va
tim kiém sy trg gitip sau khi la nan nhan cla toi

Qham mang |a diéu quan trong hon bao gi¢ hét/

Toi pham mang la nhirng ké nhan co’
hoi va tim kiém nhirng nhém nguoi dé
bi ton thwong dé Iam con méi. V&i
nhirng ngwei bi Khuyét Tat Tri Tué
va/hodc Phat Trién (IDD), bon tdi
pham c6 thé quen biét nan nhan hoic

tao sw quy mén nhv
mot nguoi quen hoac
—eeeee NEUOI dang tin cay.
BS

cla ching ta.

/ Céac Loai Tdi Pham Mang Phd Bién \

Tan Cong Gid Mao: SI dung email, tin nhan van ban
va cudc goi dién thoai dé khién nan nhan tiét 16
thong tin ca nhan hodc tai chinh va/hoac thong tin
dang nhap.

o

Khdng Giao Hang: St dung internet
dé ga gdm thanh toan dién tlr bat
hop phap cho viéc mua hang hda va
dich vy, sau dé nan nhan sé khéng
bao gio nhan dwgc hang.

Tong Tién: LAy tién hodc hang hda bang cach ham
doa hodc méi de doa tir mot ngudi nao dé gia mao 13
ngudi cia mot co quan cé tham quyén (nhu IRS). Cac
maoi de doa cé thé bao gdm gy tén hai than thé, truy
t6 hinh sy hodc phoi bay ra cong ching. N6 ciing cé
thé lién quan dén viéc khda quyén truy cap vao dir
liéu ctia nan nhan va gilr né dé doi tién chudc.

Vi Pham Di¥ Liéu Ca Nhan: Danh cap va chia sé dir

liéu va thdng tin cd nhan riéng tu cla mot cd nhan
cho nguwoi dung trai phép.

Trom Cap Danh Tinh: Danh cap va
str dung thong tin ca nhan cia mot

ca nhan khdac dé thuc hién hanh vi
wn lan hoac cdc t6i pham khac.

=

Ban Tin Strc Khde Va An Toan do S& Dich Vu Phét Trién an hanh dé canh bdo cho cac nha cung cap dich vu
truc ti€p, cac trung tdm khu vie va nhitng ngudi khac vé nhirng rdi ro cu thé duwoc xac dinh trong cdng dong

Vui ldng cung cip phan hdi vé ban tin nay va nhitrng gi ching téi c6 thé lam t6t hon théng qua khao sat nay:

Khao Sat Vé Ban Tin
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https://www.surveymonkey.com/r/WELLNESSCYBERCRIME?lang=vi
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/ T6i Pham Mang O Hoa Ky Vao Nim 2020 \

dién tdr.

trwdec.

e Trong dai dich COVID, nhitrng nguoi bi IDD la nan nhan cia bon t6i pham mang, nhitng ké nay da
chuyén huéng tién vién tro kich thich kinh té cta lién bang dwoc gti dén cho ho bang phuong thirc

e California c6 sé lwgng don khiéu nai tdi pham mang cao nhat trén toan qudc.
e FBI d3 nhan dugc gan 800.000 don khiéu nai vé téi pham mang tlir cong ching, tang 69% so v&i nam

e Tan cdng gid mao la cudc tan cdng mang pho bién nhat véi hon 241.000 nan nhan duoc bédo céo.
e Cac khodn mat mat duwgc bdo cdo da vuot qua $4,1 ty.

K e Nhirng ngudi trén 60 tudi 1a nan nhan nhiéu nhat so va&i bat ky nhém tudi nao. /

Giup Bao Vé Cac Ca Nhan Ma Ban Phuc Vu Khéi Téi Pham Mang

/Internet Ia mot khong gian cong cong \

Nhic nhé nguoi tiéu dung phai hét strc can than
trudce khi chia sé thdong tin cd nhan, nhw sé an sinh x3
hoi, thdng tin tai khoan ngan hang va thong tin y té
trén internet.

e Phai luén str dung mang Wi-Fi cong cong
mot cach than trong. A

e Mang Wi-Fi cdng cdng duorc H
m& cho bat ky ai néu ho -

. ., v
nam trong pham vi phu
séng va thuwong khdng yéu cau ngudi dung
déng y vdi bat ky diéu khodn hodc diéu kién
nao trudc khi két néi.

e Madc du sir dung Wi-Fi cong cdng rat tién lgi
nhung né thudng cd bao mat kém. Diéu nay
c6 nghia la théng tin cd nhan (nhu tén ngudi
dung va mat khau), cé thé bi ngudi khac xem
dwoc bang phuong phap dién t&r ma nan
nhan khdng hé hay biét.

e Mang Wi-Fi bdo mét thudng yéu cau mat

khau ngudi dung va cé thé phai tra phi hodc
\ mua dé sir dung. /
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St Dung Mat Khau Manh
Cho Tai Khoan Truc Tuyén

Giup nhitng ngudi ma ban phuc vu tao mat khau
manh.

e Khuyén khich nguoi tiéu dung khéng st dung
mat khau phd bién hodc mat khau cé thé dé dang
doan duogc.

e Mat khdu manh cé it nhat 8 ky tw va bao gom su
két hop cla chit hoa va chit thudng, ky hiéu va
$6. Mat kh3u cang dai thi cang an toan.

e MAat khau yéu: “password”, tén hodc ngay
sinh cla ban, 12345,

e Mat khau manh: 8blu3CarSdrlvinG,
1&n%00Xb#, Y3!loWfLOW3rs

Kiém tra cai dat quyén riéng tw thuwdng xuyén

\* Y,

Giup nhitng ngudi ma ban phuc vy kiém tra cai dat
quyén riéng tu trén thiét bi di dong va may tinh cua
ho. Giai thich cach thiét 1ap Xac Thyc Hai Yéu To
bang cach diéu chinh cai ddt quyén riéng tu trén tai
khodn truc tuyén. Xac Thuc Hai YEu T6 |a ngudi dung
duwoc glti mot van ban hodc email cé ma ddc biét moi
khi cd nhan ddng nhap vao tai khodn truc tuyén cda

Ban Tin Strc Khde Va An Toan do S& Dich Vu Phét Trién an hanh dé canh bdo cho cac nha cung cap dich vu
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/ Vi-rat Va Phan Mém Pdc Hai \ / Suy Nghi Trwéc Khi Nhdp Vao \

e Phdn mém déc hai 1a mot loai phan mém e Can ngan nhirng ngudi ma ban phuc vu mé cac
duogc thiét ké dé gay hai cho thiét bj di tép dinh kém khéng dugc yéu cadu hodc nhap vao

ddng hodc hé théng may tinh. cdc lién két khong thé nhan dang. Cac tép dinh
e Vi-rut 13 m3 may tinh xam nhép kém hodc lién két nay cé thé dan dén vi-rut hoac

vao hé thdng mdy tinh ma khéng phan mém déc hai sé gy hai cho may tinh.
duwoc cho phép va "lay nhiém" cho e Canh bdo nguoi tiéu dung nén than trong trudc
may tinh. Ching &n trong cac tép khi nhap vao cdc lién két tréng giéng nhu trd choi
hodc (rng dung dwoc glti qua email hodc 161 htta hen nhan dugc qua “mién phi” néu
hodc tin nhan vdn ban va Iy nhiém vao may ho nhap vao lién két.
tinh khi chiing dwoc mé. Vi-rit 1a mot loai e Khuyén khich ngudi tiéu dung kiém tra dia chi
phan mém ddc hai. email ho nhan duoc dé xac nhan rang ngudi gri 1a
e Vi-rit cé thé |ay cap thong tin ngudi dung, hop phap. Néu ho nhan dwoc mét email bat ngd
lam cham va lam héng may tinh hodc kiém v&i cac lién két hodc tép dinh kém, hiy dé nghi ho
soat hoan toan mdy tinh hodc thiét bj. lien hé véi ngudi glri qua dién thoai hodc tin nhan
e Vi-rut khong thé ty 13y lan. Chung 13y lan khi dé€ xac nhan rang chinh ngudi glri d3 glri email.
moi nguoi vo tinh chia sé ching. Diéu nay e Tan cong gid mao la modt hinh thirc lira dao phd
thudng xay ra khi chia sé cac tép hodc email bién trén internet nham Ira nhirng ngudi chia sé
bi nhiem. thong tin cd nhan cla ho théng qua viéc st dung

cac tin nhan gia trong giong nhu that.
o Trudc khi tra loi bat ky thu nao, hay
Iwu y cdc dau hiéu nhan biét cha mot
Giai thich tdm quan trong clia viéc goi dén ngan hang tro lira ddo tan cong gid mao: nguoi

clia ho va hdy thé ghi no hodc thé tin dung bi nham M glti khéng quen thudc, 16i chinh ta va

Phai Lam Gi Sau Khi
Tré Thanh Nan Nhan Cha Téi Pham Mang

dén trong cudc tan cong mang. Giup thay ddi thong nglt phép, céc lién két dang ngd
tin dang nhap cho céc tai khoan tryc tuyén. Canh bao khong khdp voi ndi dung cua thu, cac
cho t6 chirc quan ly tai khoan bj tan cdng vé cudc tan tép dinh kem ngau nhién, ndi dung

cong va hai vé bat ky khoan phi gian 13n nao duoc ghi email v&i cadm gidc cap bach.

co. p e 3 s . P -
Trwédc Khi Tra Loi Hoac Nhap Vao Email

Bo Cong Cu Stre Khde DDS c6 thém théng tin ve cach Khuyén khich nguoi tiéu dung xac minh ai dang gl

ho tro va bao vé cac ca nhan ma ban phuc vu. / email cho ho.

e Kiém tra dia chi email clia ngudi glri bang
/ Nguon Lwc Hitu ich \ cach di chuyén con trd qua tén cta ho hodc
lien két dé dam bao rang dia chi nay cé vé
nhu dén dung doanh nghiép.

Thi Hanh Luat Dia Phuong

Trung TAm Khi€u Nai T6i Pham Internet (IC3)

Click or tap to follow link.

ny Ban Thwong Mai Lién Bang (FTC) Please email rison @ if you have any questions.

)

e Bdo cdo gian lan tai ReportFraud.ftc.gov

e Goi cho dudng day ndng clha FTC theo s6 1-
877-IDTHEFT (1-877-438-4338)

e Bdao cdo hanh vi trdm cdp danh tinh va tim

N . ) o ! Please click v:ﬁ;‘to access the DDS Wellness Toolkit or go to https://www.dds.ca.gov/consumers/wellness-toolkit/.
K thém thong tin tai identitytheft.gov / K /
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